What you will need to know before you start the Personal Health Information Act (PHIA) Online
Education Program

To review information on PHIA, check the Department of Health and Community Services PHIA

information page:

http://www.health.gov.nl.ca/health/phia/

e The Personal HeakhInform., ® l

)| et s st pavnl e hasdth phis,

Fim Edé View Faovonim Toch Halp
S 2 PHIA Oaline Education .. A7 ADP ezloborMansaer - Ha &1 MUCH] A Wekiome ta Bom Orearie . [5) Soecifications - B0 Fls: &) PrivaWarks: 2] SMLXE CHEFTER A-14 Gt = B} = [ am = Pager Sofetve Taok= 4

EHIA Overview
Thiss brief presentation provides an introducton to the Personal Health Infommation Act, The presentation akso provides an ovardes of some of the reseurces tat are available o
custodiant to asciat tham in impelamanting tha Act.

= Doswricad the prasencation @ (315 KBJ
™ Top of PFope

FHIA Dnline Education Fragram

Tha PHIA Online Education Frogram is inkended ta halp osstodians to understand their obligations under the Ack, 25 wall a5 bo 2=cict tham in prosiding education and training to those
they have o responsiility for under the act. PHIA requires that custodisns of personad heakh informasion enmsre that their employees, spents, contractors and woluntess, and those
mealth professonals who hawe a Mkt to tieat persans b & health cane Faciity operated by the oustodan are aware of the duties imposed by the &0 and requlations and by the
custndian’s information poldes and procedunes.

The PHIA Online Educetion Frogram i= s compeehensve inbroducticn Bo PHIA and may be taken by anyvone wishing to better understand the act andfor their obligatices undar it, The
courss shiwld take apprcimately 30 1 45 minutes th camphate
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FHIA Facilizated Edwcation Fregram

Thé: PHIA Faciitatad Education Pregeam s a comprehansive introduction to PHIA and contains matersls o anabla oustedians to daliver education sassioes bo staff e hadp tham
understard thair responsibilfies undar PHIA by way of a faclitated, face-to-faco lnaring secden. Tha PHIA Faclitated Education Frogram may be takeon by arreens wishing to batter
wansirrmtard tha &t andnr their asligatices urder it

The direct link to the Department of Health and Community Services PHIA Online Education Program is:

http://nlchi.skillbuilder.ca/home

Minimum computer system reguirements to do the program are:

v" Internet Explorer 9, Firefox 12, Chrome 18, Safari 5, or newer

v"  Adobe Reader
v'  High Speed Internet is highly recommended



Already Have an Account?

If you completed the course before November 18, 2013 you will need to contact the service desk at the
Centre for Health Information to reset your password. The contact email is learning@nlchi.nl.ca.

Registration Information

v' To create an account in the system follow the link above and click the “Sign up” button.
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welcome to the PHIA Online Education Course offered by the Department of Health and Community Seraces of the Government of Newfcundlana and
Latrador

If you have questions or need assistance. pl€33€ contact your organization's seovice desk. If you 0o not have a service desk or simaiar support in your
organization, please contact the Newfoundiand and Labrador Centre for Health Information Service Desk at learning@@nichi nl.ca

v" You will be directed to the Account Wizard; read the text on the webpage and click the “Next”
button to create an account.
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Create Account Wizard

Wizard Starnt Swn

Priof to enroling in any course, all leamers must have an accounl. This ensures that course completion s
tracked and that cerifications can be sent out.

This wizard will gusde you thiough the Sign up process
f you would lke to return fo a prevwous step, you may click the ‘Back’ button.

€ ‘Next' button when you are ready 1o begin




¥ Then enter the information asked for, this includes a valid @amail address and your first and last
name.

v If you would like to associate with a group, click the drop down menu and select the group you
would like to associate with. This may be your place of employment or where you go to school.
If you associate with a group, individuals with designated status at that organization will be able
to view your account and confirm you have completed the program. If you do not want to
associate with a group select the “(N/A) No Organization on list” option from the drop down
menu.

¥ Also select a password and then confirm the password.

¥ Click the “Next” button.

Email @

When choosing an email, please keep the Tollowing in mind

The email you use must be unique to you.

We will send you an email with a confirmation code. You wil need this code to complete the sign up
process

MName

Flease use your legal first and last name.

@ First Name * |Legal Last Mame D

Group @

Please select the Group vou belopng ta fiom the dropdown list.

@Iada group -|*

Password @

Fassword must coniain at least & Characlers (nol Case sensitive)




¥ You will be directed to the final page of the Account Wizard. If you want to finalize your account
creation, click the “Submit” button.
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Wzard Finish Fn
You ve finEned (e sign up wizand b your inormation has nod yet been submined i Fis
1F you wioaihd 1K to refum 10 @ previous step 1o review of modily infermation, dick the ‘Back’ butlon Pt

Wihen you ane ready, please chck The submi bation below

¥ A confirmation email will be sent to the email address you entered above. The email will
contain a code that you will have to enter to finalize your account creation.
¥ If you do not receive the email check your “spam” folder.

no-re phy@nlchi.skillovilder.ca
to ma [=

Newfoundland and Labrador Centre for Healih information (NLCHI)
P.O. Broc 8700

3t Jobn's, Hevdoundland, Canada
AlE 406

Email. learningGrlchinl ca

Sign Up Confrmation

Thark youw far signing up.
Hera i= your confirmation coda neaded to complete the sign up procass.

Code:

Yow have two options fo verify your account.

1) Pazie the above code info the textoax on the confirmation page on the wabeie. If you do not 22e tha confirmatio
password you used when signing up.

OR

2} Click this link hitg.dnichi.skilbuilder.ca/accounticodesarshmwickham@amail comz4240794 1o verify your acco

Motz Thi= message was =enl from an unmonilorsd email address. Please do nod reply.



¥ Enter the confirmation code found in the email on the “Confirmation Code Required” page and
click the “Confirm” button.
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Confirmation Code Required

A SN Up &mail nas been sent 1o your email 30dress with 3 confirmanion coee ingide
Tne messans may 1&Ke 3 Tew minuies o D delivered g2pending am netwark raimc
Iy did not recaive the sign up emal, please Chack your spam foider

You may want to add the email ‘'no-reply@nkchiskillbuilder.ca’ to your safe sanders list and then click the Resend button

If youu have alfeady received the sagn up emall, emer (or copy and paste) ihe confimmation code imo e box below and dick the Sonfim outhon 1o complkete
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Course Enrollment

This will bring you to the “Courses” page of the website where you can enroll for the PHIA Online
Education course that suits your needs. There are three courses to choose from. All users will select one
course only basad on their role

¥ Custodian — Custody and Control of Personal Health Information
This course explains important elements of the Newfoundland and Labrador Personal Health
Information Act (FHIA). Under PHIA, a “custodian” is an individual or organization that has
custody or control of personal health information. Examples of custodians include Regional
Health Authorities (RHA) ; physicians and other health care professionals
in private practice not employad by 2 RHA; operators of health care facilities; pharmacies;
private ambulance services; efc.
This course is targeted to those who have custody and control of personal health information
such as health insurance numbers, test results, family health history, treatment records,
registration information, details of medications, referrals or payments for treatments, etc.

¥ Direct Contact with Personal Health Information: This course explains important elements of
the Newfoundland and Labrador Personal Health Information Act (PHIA) and is targeted to those
who have direct contact with personal health information such as health insurance numbers,



test results; family health history, treatment records, registration information, details of
medications, referrals or payments for treatments, etc. This course is best suited to those who
are in direct contact with personal health information and includes direct service providers such
as nurses, personal care attendants, speech language pathologists, social workers, and other
health care professionals/providers employed by a custodian

¥ Indirect Contact with Personal Health Information: This course explains important elements of
the Newfoundland and Labrador Personal Health information Act (PHIA). This course is best
suited to those who are not in direct contact with personal health information such as
support staff. Although you may occasionally overhear or see personal health
information, you may not directly handle it as part of your job.

¥ Your employer may have provided you direction on which course you should take. If you are
unsure of your course selection, or encounter issues logging on to complete the course, please
contact Labrador-Grenfell Health’s Regional Privacy Office at 454-0162, or e-mail privacy@Ighealth.ca

¥ Click the “Enroll” button next to the course name best suited to your role
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¥ You will be directed to a page that looks like the one below. Click the “Enroll” button.
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Direct Contact with Personal Health Information

Thiss course explains mpoitant elements of the Newfoundliand and Labwador Pergoral Hesth information Act (PHIA) and is targeted to those who have direct
contact with persanal healih information (such as healih irsurance numbers, test results, Tamily health history, reatment records, registration infonmation
and delalls of medicalion, refemals or pay menls far treabments)

This COUSE IS DEST Suited i ose who

= are in direct contact with persenal heafih information (althouwgh you may sccasionally overlear of see personal heallh infearration, you may nol
directly handle itas pan of your joo), and
« are net, end do not work for, "custodians” under PHIA.

Piease note that there B ancther PHIA course for those in drect contact with personal health information which includes a module abowd “custodians®. Lindes
PHILA, 3 "custodian” 1S an individual or organization that has custody or contral of personal haalth nsommation. Examples of "custodians” include Regianal
Health Authrilies, the Workplace Health, Safety and Compengation Commission, and the Cenbre for Healh information. As well, heallh professionals in
private pracica, and operators of healih care facilies, pharmacies, ambulance services and health care programs would likety be considered “custod@ns",
depending an e circumstances

Addiional courses on PHIA [argeted at other audiences are also avallable. Flease note ihat your employer of regulalory authorty may have direcied you to
iake 8 spaciic course on FHIA fo sabsty professhonsl development requirements or for ather reesons

Time to eamplete: 120 Days

Requirements:

- Interneat Exploner 9, Firefox 12, Cheome 18, Satar B, o newer
- Sound Card and Speakers

- &dobe Reader, free download

- High Speed Internat Is highly recommendes

¥ After you enroll, you will see an “Activation Complete” page appear, within seconds you will be
directed to the “Course” page of the website.
¥ If you are not directed to the “Course” page, click the “please click here” button.
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Activation Complete

Activation of the course has completed successfully. This course is now avallable from the My Courses section of the Courses page

You will now be laken into the course automatically. If for some reasan it does not, please Click here

¥ If you want to start the course right away, click the name of the course. If not, log out and log in
when again when you want to start the course.
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Launch Course

’ Direct Contact with Personal Health In@

Take a rew minutes to review what you have leamed. When you are ready to take the Final Exam, Cick the image below. T
“Final Exam” button

CourseInfo Days Course Final Exam
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Course Completion

v" The course will launch and you will see the main menu.

v" Work your way through each section of the course.

v" If you do not have time to complete the course in one sitting, log out and the course will give
you the option to pick up where you left off the next time you click on the name of the course
on the “Courses” page.
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& Course Introduction (approx. 3 min.) >

« Overview of Personal Health Information Act (approx. 6 min.)

« Obtaining consent (approx. 8 min.)

« Collecting and using personal health information (approx. 7 min.)

» Disclosing personal health information (approx. ¢ min.)

« Requests for access and correction of personal health information (approx. 4 min.)

« Security of personal health information (approx. 9 min.)
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